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CONFIRMATION OF MINUTES OF PREVIOUS
MEETING

Minutes 7 October 2010 Audit Committee

Resolved

THAT the Minutes of the Ordinary Meeting of the Audit Committee, held on
7 October 2010 as circulated, be taken as read and adopted as a correct
record.

Moved by: Councillor Mather
Seconded by: Carolyn Eagle
MOTION CARRIED

(Please refer to separate Minutes document)
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Audit Committee - Business Arising Matrix

Taken from the Minutes 24/9/09: The Chairperson advised that if no timeframe for completion is established then the
completion date will automatically become the next Audit Committee Meeting. The Chairperson also requested that completed
items be removed from the list and added to another schedule of Completed Items list so items will be able to be tracked over

BUSINESS ARISING FROM PREVIOUS MINUTES

two lists.
Date of Resolution Memo - Officer Time Frame | Date Action
Meeting Description of Action to be Responsible |Requested to] Completed
Undertaken be
Completed In
20/05/2010 |Results of Audit Committee Self Mr B McCosker |ongoing N/A
Assessment - Mr McCosker to review
Audit (Committee) Charter against the
Audit Plan for 2010/11 once the plan
has been presented
7/10/2010 Audit Committee TOR - a report to be [J. Wallace 10/03/2011
brought back with recommended policy
changes
7/10/2010 Staff Licence Process - elected J. Wallace 10/03/2011
representatives should be included in
the Aurion system for recording
currency of licences
7/10/2010 Training opportunity AC Members - E. Pardon 10/03/2011
Cr Brady requested to be selected to
attend the ALGIA Conference on 10-12
Nov 2010
7/10/2010 Update by Brisbane City Council - J. Wallace 10/03/2011
presentation to be referred to Council
for their information

COMMITTEE RECOMMENDATION:

That the Chief Executive Officer be requested to bring back a report to the next audit
committee on the Staff Licence process.

Moved by:

Seconded by:

Councillor Mather
Carolyn Eagle

MOTION CARRIED
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7/  REPORTS OF OFFICERS

7.1 General

7.1.1 ALGIAC

File No: 7112

Attachments: Conference - Workshop held by Association of
Local Government Internal Auditors
Report to Audit Committee Meeting 10 March 2011 - ALGIAC - Attachment ...

Responsible Officer: John Wallace
Chief Audit Executive

Author: John Wallace

Chief Audit Executive

Proposed Meeting Date: 10 March 2011

SUMMARY
The following report is provided for the information of Council.
COMMITTEE RECOMMENDATION:

That the report be received.

Moved by: Councillor Mather
Seconded by: Councillor Brady
MOTION CARRIED

COMMENTARY

The ALGIAC (Association of Local Government Internal  Auditors)
Conference/Workshop was held in Yeppoon last November and was hosted by
Rockhampton Regional Council. This is the first time this event has been hosted
outside of the SEQ Region. The event was well attended by a number of Council’s
for the first time, including Mt ISA and several regional and remote Councils,
including internal auditors, accountants, Councillors and management.

The internal audit unit would like to thank the Council, The Mayor, and the CEO, for
support in running this function and the resultant contribution towards good
governance practices in local government. The support of management and staff in
Council and guest speakers was well appreciated including the generous support of
sponsors (BDO and Local Buy) and has allowed these events to continue for a
number of years, at very little cost, this time in Central Queensland.
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ALGIAC 2010

8th ANNUAL LOCAL GOVERNMENT INTERNAL AUDIT CONFERENCE

Day Zero — Pre-Conference Arrival - for overnight stayers — Rosslyn Bay Resort
Wednesday 10th November 2010:

Pre-Conference BDO BBQ Planned for Wednesday 10t Nov for 6:30 at Poolside - Rosslyn Bay Resort

Conference Program

Day One

Thursday 11th November 2010

6.30 — 7.30: Breakfast — Overnight Stayers
8.00 — 8.45: Delegate Registration / Coffee / Meet & Greet

8.45-9.00: Official Welcome and Opening Remarks
9.00 - 9.45:  Supplier Cartel Risk Management
How to identify cartel conduct and minimise risk in order to safeguard
the value for money principle of Council procurement
9.45-10.30: Institute of Internal Auditors
Quality Management and IIA activities update
10.30 - 11.00: Morning Tea
11.00 — 11.45: Internal Audit as a Shared Service
Practices and experiences from NSW (North Shore Councils)
11.45 - 12.30: Audit Committees
Best practice observations and experiences for new or established
audit committees
12.30 - 1.30: Lunch
1.30-2.15: Local Government Sector Update
What's going on as it affects audit committees, internal audit and
management — recent changes to legislation and their impacts.
2.15-3.00:  Current Fraud Trends and Responses
A look at fraud in local government and from a wider perspective
3.00-3.30: Afternoon Tea
3.30—-4.15:  Procurement & Logistics Management in Local Government
An overview of one Council’s journey towards best practice
4.15 - 5.00: Local Buy — presentation (Event Sponsor)
Sourcing expertise through Local Buy
5.30 for 6.30 : Local Buy Formal Conference Dinner & Drinks

Rosslyn Bay Resort

Councilor Brad Carter
Mayor Rockhampton Regional Council

Albert Julum
Australian Consumer & Competition
Commission

Sally-Anne Pitt
IIA (Australia)

Roslyn Bay Resort

Michael Quirk
Willoughby City Council

Len Scanlan
Former QLD Auditor-general, QAO

Roslyn Bay Resort

Sue Phillips
Dept of Infrastructure & Planning

David Harley
PriceWaterhouseCoopers

Roslyn Bay Report

Drew Stevenson
Rockhampton Regional Council

Local Buy
TBA

Roslyn Bay Resort
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8th ANNUAL LOCAL GOVERNMENT INTERNAL AUDIT CONFERENCE

Conference Program

Day Two
Friday 12th November 2010

7.00 — 8.00: Breakfast & Networking Rosslyn Bay Resort
8.15 —9.00: Promoting Rural & Regional Collaboration on Governance
How can smaller Councils leverage expertise locally or CEO’s Welcome
conjunction with larger Councils. Councils connecting with Councils. Rockhampton Regional Council
9.00-9.45:  Enterprise Risk Management Michael Rowe
One Council’s journey along the ERM path Rockhampton Regional Council
9.45-10.30: Governance, Risk & Control Assurance — 1
Workshop #1 DrTed Dahms
Plum Concepts & Solutions
10.30 - 11.00:  Morning Tea Rosslyn Bay Resort
11.00 — 12.30: Governance, Risk & Control Assurance — 2
Workshop #2 Based on HB 254-2005 Standards Australia Dr Ted Dahms
Plum Concepts & Solutions
12.30 — 1.30: Lunch Rosslyn Bay Resort
1.30 - 1.45: Risk Management Update Andrew MacLeod
Update on Risk Management Developments & Publications Brisbane City Council
1.45 - 3.30: Round the Room Council Update
A round the room brief update from Council's on current issues, Facilitated By
developments and risks. Conference MC
3.30: Conference Close / Networking Rosslyn Bay Resort
ALGIAC reserves the right to change the speakers of any event or session
due to circumstances beyond our control.
SPONSORED BY
 — eealben
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7.1.2 Alternate Members of Committees
File No: 5207

Responsible Officer: John Wallace
Chief Audit Executive

Author: John Wallace
Chief Audit Executive

Proposed Meeting Date: 10 March 2011

SUMMARY

The Local Government (Operations) Regulation 2010, S63 allows alternate members
of committees. The audit committee / Council may wish to appoint an alternate
member to ensure a quorum.

COMMITTEE RECOMMENDATION:

That the committee receive the following report, and consider whether it wishes to
appoint 1 person (Councillor) as an alternate member of the audit committee. This
would reduce the risk of the committee not being able to form a quorum, in the event
of unexpected circumstances, and allow the committee meeting to proceed without
interruption of having to be rescheduled and resultant duplication of administrative
effort and waste of committee members’ time.

The audit committee should consider and recommend to Council (under S105 of the
Local Government Act 2009) that Council nominates a person (one of the
Councillors) as the alternate member.

Moved by: Carolyn Eagle
Seconded by: Brad McCosker
MOTION CARRIED

COMMENTARY

The alternate member, is a person who attends meetings of the committee and acts
as a member of the committee only if another member of the committee is absent
from the meeting of the committee.
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7.1.3 Audit Plan
File No: 5207

Attachments: Audit Plan Draft Scopes

Report to Audit Committee Meeting 10 March 2011 - Audit Plan Draft Sco...

Audit Plan Version 3

Report to Audit Committee meeting 10 March 2010 - Audit Plan - Attachm...

Progress Against the Internal Audit Plan

Report to Audit Committee Meeting 10 March 2011 - Audit Plan - Attachm...

Responsible Officer: John Wallace
Chief Audit Executive

Author: John Wallace
Chief Audit Executive

Proposed Meeting Date: 10 March 2011

SUMMARY

Attached for the Committee’s information are the:
° Draft Scopes relating to the Audit Plan;

. Audit Plan (3" revision); and

e Audit Plan progress report

COMMITTEE RECOMMENDATION:

That the following report be “received”.

Moved by: Councillor Mather
Seconded by: Brad McCosker
MOTION CARRIED

COMMENTARY

The activities listed in the attached documents have been agreed and approved By
the Chief Executive Officer which covers all work for the period ending June 2011.

Updated draft scopes follow from:-
(a) Audit committee request(s) to perform/consider these particular reviews;

(b) Subsequent review of Internal Audit's meeting notes in relation to these original
discussions, and the further refinement of the original scopes already reviewed and
approved by the CEO.

RISK ASSESSMENT

For further information, Internal Audit comments that IPPF standard 2210.Al
indicates:

‘Internal auditors must conduct a preliminary assessment of the risks relevant to the
activity under review. Engagement objectives must (then) reflect the results of this
assessment.’

-10 -



AUDIT COMMITTEE MINUTES 10 MARCH 2011

Therefore, the provided draft scopes are indicative only, and will be subject to the
results of any preliminary assessment of risks (i.e. risks which may not yet be fully
assessed).

PREVIOUS DECISIONS

Council resolved, on 26 October 2010, that internal audit would present draft scopes
to the audit committee, as approved by the CEO.

CONCLUSION

The attached updated draft scopes have been approved by the CEO. Draft scopes
had been previously agreed by the CEO, but that attachment page was not
presented to the last meeting of the audit committee.

-11 -
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EVENTS MANAGEMENT (Process not testing)

OBJECTIVES
Review Councils Events Management process
DRAFT SCOPE

(1) Major events
(2) Public Safety
(3) Event Risk Management
(4) Event vfm

PROCUREMENT CONTRACT ESTABLISHMENT & MANAGEMENT
OBJECTIVES

Review of Councils Procurement Management for - Contract Establishment &
Management

DRAFT SCOPE

(1) Compliance with policies & procedures

(2) Are these policies & procedures effective

(3) Suitability of the processes

PROJECT MANAGEMENT

OBJECTIVES

Review the effectiveness of Capital Works Budget Formation
DRAFT SCOPE

(1) Project management against budget

(2) Project completion and Monitoring

(3) Results achieved

DA PROCESS (Compliance)

Undertake a hi-level diagnostic review of Council's DA Framework.
OBJECTIVES

(1) Provide assurance - policies, procedures, practices meet requirements of the IDAS
(2) Identify that key controls are in place and are adequate and effective

(3) Suggest improvements to the admin of the DA Program

DRAFT SCOPE

(1) Hi-level compliance with statutory requiremsnts, policy, procedure,practices

ANIMAL CONTROL (Operational)
OBJECTIVES

Operational review of animal control for cats
DRAFT SCOPE

(1) Enforcement of new legislative requirements

HR ENTRY & EXIT (Procedures/Process)

OBJECTIVES
Review of HR entry & exit process
DRAFT SCOPE

(1) Entry & Exit procedures/process
(2) Induction process
(3) FTE & Contractors

COMMUNITY BENEFIT FUND- OP111.2809
CORPORATE SPONSORSHIPS

COMMUNITY GRANTS PROGRAM
OBJECTIVES / DRAFT SCOPE

-13 -



(1) Review of each process for 3 accounts
(2) Review Financial Controls for 3 accounts

-14 -
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10 March 2011
Attachment 2
Pages 1

-15 -



N INTERNAL AUDIT PLAN

Tockhamplen 2010-3
July 2010-Jun 2011

INTERNAL AUDIT UNIT

The Internal Audit Plan detailing when engagements are planned to be completed.

AUDITS including requests July-Dec | Jan-June | Notes
Audit Area (Dependency on periodic Risk Profile Update) 2010 2011
PERIOD PROPOSED TO
BE UNDERTAKEN IN

= Co-Sourced-BCC- ERM Yes C

{commenced 09/10 budget year with work continued 10/11)
= Co-Source-BCC- Water Meters Yes Cc

(commenced 09/10 budget year with work continued 10/11)
= Vehicle Loss (Fire) Yes
= Zero Harm Status Yes
= Fire Lakes Creek Facility Yes
= Liguor Licence —Compliance Yes
= Animal Control Operational Yes RAC
= Events Management Process Yes RAC
=  Procurement Process Yes RAC
= Project Management Yes RAC
= DA Process Yes RAC
=  HR Entry & Exit Process Yes RAC
e Benefit Fund/Sponsorships Yes R

Process/Financial/Controls

NOTES DESCRIPTIONS:
Requested by CEO (R) Requested by Audit Committee (RAC) Scope amended (C)
Cancelled - (Z) Deferred to future period - (D)

Reviewed by CEO on: February 2011 [Plan 2010-3 signifies 2010 update #3]
To be reviewed by Audit Committee: 10 Mar 2010

This Updated Plan R@ed and Endorsed by E Pardon (Chief Executive Officer)

L// Date: 287 February/ 2010

I

Signed:

-16 -
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10 March 2011
Attachment 3
Pages 1
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PERIOD July-June 2010-2011

Scope & . . Draft Report Mgmt Final Provided to
ENGAGEMENT TITLE Engagem't E?‘fe\:vwo;k (F:Is:: \:\gt):(; Issued to | Comments Report Audit Comments
Letter Y P Mgmt Received Issued Committee
BCC - FRW Water Meters July-Oct | July-Oct | July-Oct July-Oct Oct-Mar  Oct-Mar Oct-Mar

ERM
Jointly between BCC and RRC staff lincluding
FRAUD RISK MANAGEMENT

July-Oct

Vehicle Loss - Fire

Oct-Mar

Zero Harm Status

July-Oct

Fire Lakes Creek Facility

Liquor Licencing - Showground

July-Oct

July-Oct

Oct-Mar

July-Oct

July-Oct

Oct-Mar

Oct-Mar

Oct-Mar

July-Oct

Oct-Mar

Oct-Mar

July-Oct July-Oct

Oct-Mar

July-Oct

Oct-Mar

Oct-Mar

Oct-Mar

Oct-Mar

July-Oct

Oct-Mar

Oct-Mar

Oct-Mar

Oct-Mar

July-Oct

Oct-Mar

Oct-Mar

Oct-Mar

Oct-Mar

July-Oct

Events Management Process

Procurement Process

Project Management

DA Process

Oct-Mar

HR Entry & Exit

Oct-Mar

Animal Control Operations

Community Benefit Fund &
Sponsorships

Oct-Mar

Oct-Mar

Oct-Mar

Oct-Mar

Oct-Mar

Oct-Mar

* Note: Approximate staff productivity lost this financial period - 8 weeks for office relocation (4 weeks x 2 staff), 8 weeks for conference, and 4 weeks for flood (2 weeks x 2 staff). Totaling 20 weeks

Audit Committee Meetings: 7 Oct 2010, ELRYEEZ0iEES 23 Jun 2011

-18 -
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7.1.4 CoBIT Update
File No: 7767 & 7678

Attachments: ATS Structure
ITS Structure.pdf

Strateqic Plan
ITS Combined Strategy Plans-2010-15.pdf

CoBIT Positioning

CoBIT Positioning.doc

CoBIT Generic Maturity

CoBIT Generic Maturity.doc
Strategic Objective Alignments
Strategic Objective Alignment.pdf
Results Self Assessment
Results Self Assessment.pdf
CoBIT Process

CoBIT Process.pdf
Implementation Plan
Implementation Plan.pdf

Responsible Officer: Ross Cheesman
General Manager Organisational Services

Drew Stevenson
Strategic Manager Administration and
Technology Services

Author: Vince Morris
Coordinator IT Administration

Proposed Meeting Date: 10 March 2011

SUMMARY

The RRC Information Technology Strategic Plan 2010-2015 identifies the use of
CoBIT as a tool to develop and support IT Governance. Within the Goals and
Actions Appendix of the plan, a series of actions are identified to conduct a CoBIT
maturity assessment, and analyse and action the findings.

A facilitated self assessment has been conducted and the 34 CoBIT Processes
examined have been grouped into High, Medium and Low priority to direct work
effort. The eleven processes identified as High priority were examined in further
depth to synthesise additional information including: Goals, Scope, Framework,
Risks, Benefits Realisation and Accountability (RACI Chart).

An Implementation Plan has been prepared outlining the steps to be undertaken to
deliver the improvements identified as most beneficial to Council. Further review and
measurement will be conducted in late 2011 to measure whether the controls and
procedures implemented have been effective in achieving, or progressing towards,
the desired target maturity level.

-19 -
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COMMITTEE RECOMMENDATION:

That this report be received.

Moved by: Carolyn Eagle
Seconded by: Councillor Mather
MOTION CARRIED

BACKGROUND

A quick look at Information Technology Services:

The Information Technology Services unit sits within the Organisational Services
department, headed by General Manager Ross Cheesman. The unit has 19.5
permanent staff (FTE) and 3 supplementary staff (FTE) on short term fixed duration
employment arrangements. Brendan Hooper (Operations Manager IT Services)
manages the five functional areas, each headed by a Coordinator. Brendan reports to
Drew Stevenson — Strategic Manager Administration and Technology (refer attached
Organisational Chart Appendix A for further detail).

The 2010/11 budget for IT Services is $6,996,976 which includes $1,459,000 in
capital expenditure. The Quick Stat's below help to position the scale of IT Services
operations;

Quick Stat’s:

Users: >800

PC’s/Terminals: >750

Printers/MFD'’s: >100

Mobile & Smart Phones: >600

Desk Phones: >750 (>20 individual PABX)
Sites: >40

Servers: >160 (Physical and Virtual)
Mass Storage: >40TB

IT Governance Framework:

There are numerous accepted definitions for IT Governance. ISO/IEC 38500:2008
Corporate Governance of Information Technology provides an excellent definition
which encapsulates the intent and scope. 1ISO38500 defines Corporate Governance
of ICT as;

"The system by which the current and future use of ICT is directed and
controlled. It involves evaluating and directing the plans for the use of ICT
to support the organisation and monitoring this use to achieve plans. It
includes the strategy and policies for using ICT within an organisation."

The RRC Information Technology Strategic Plan 2010-2015 (Appendix B)) is a
comprehensive document which “...provides a means to enable well governed,
structured forward planning and resourcing of information systems development,
including the managing of financial and human resources in that development.” The
Plan articulates eight principles to guide decision making about Information Systems
and Technology for Rockhampton Regional Council. The principles are:

-20 -
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e IT Governance

e Fit for Purpose applications and infrastructure

e System standardisation and integration

e Information is an asset

e Enhance knowledge management

e Data and information for effective business management
e Connected customer service delivery, and

e |T Service standards

The IT Strategic Plan outlines the IT Governance Framework for RRC as follows:

a)

b)
c)

d)
e)

f)

9)
h)

)

This Corporate Information Technology Strategic Plan integrated with
Council’'s Corporate Plan, business needs and financial strategy.

Formally adopted Corporate IT policies.

Communication and liaison protocols between ITS management, the
Leadership Team and system users.

Appropriate delegations and authorities.
IT procedure manuals and standards.

An IT performance management regime - KPIs, performance metrics and
audit.

An IT compliance assurance and risk management framework.

A customer focused IT management model, incorporating a Corporate IT
mission statement and customer service charter.

IT conflict resolution processes and complaints handling procedures.

Central to this IT Governance Framework is the IT Governance Model which
establishes the Information Systems Steering Group (ISSG) as the peak body for IT
Governance at RRC. Current members of the ISSG are:

e CEO - Evan Pardon
e GM Organisational Services — Ross Cheesman

e GM Infrastructure — Gavin Steele (replaces the position formerly identified as
Deputy CEO)

e SM Administration and Technology — Drew Stevenson
e OMIT Services — Brendan Hooper, and

e Manager Corporate Projects — Ele Hammond

-21 -
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The Role of CoBIT in RRC IT Governance:

In order to guide work effort the strategic objectives articulated in the IT Strategic
Plan were captured into six broad groups and then specific actions were identified to
support their achievement. The linkages are depicted in tabular format in the IT
Strategic Plan 2010-2015 along with the assigned responsibility and the target
completion date.

CoBIT is called out under the goal “To establish and implement IT Governance
Framework” at items 2.9 through 2.11.

What is CoBIT ?

CoBIT is an acronym which stands for Control Objectives for Information and related
Technology. CoBIT is an IT Governance Framework which focuses on five key
areas of IT Governance, namely; Strategic Alignment, Value Delivery, Resource
Management, Risk Management and Performance Measurement. Its initial iterations
focused heavily on Information Systems audit and control measures however, it
subsequently evolved and developed a more business oriented scope to encompass
all of the elements described above. COBIT is described as being business-focused,
process-oriented, controls-based and measurement-driven. The following Figure (an
extract from COBIT 4.1) demonstrates the principle of business requirements driving
IT investments. An illustration of CoOBIT’S positioning in relation to other “best
practice” frameworks is shown at Appendix C.

Figure 1. Basic COBIT Principle
SOURCE: IT GOVERNANCE INSTITUTE, COBIT 4.1

Figure 5—Basic ConT Principle

Business

whid responzs Requirements y'u the
in mvestmens in

Enterprise /;:um

In tion Q IT Resources
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fat e
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What is a CoBIT Maturity Assessment ?

COBIT provides a six level numerical ranking system from Zero to Five (Zero is the
lowest) to indicate process maturity. Simplistically, it's a measure of how an
organisation’s processes measure up when compared against “best practice”
approaches. Although a low score does not necessarily mean that an organisation
needs to make improvements in that area — it could be that when assessed in the
context of the five IT Governance elements (strategic Alignment, Value Delivery, Resource Management, Risk
Management and Performance Measurement) the organisation has determined that it presents little or
no risk or perhaps being less defined (or rigid) allows greater business flexibility.

-22 -
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The IT Governance Institute (coeiT 4.1) States:

The maturity model is a way of measuring how well developed management processes are, i.e.,
how capable they actually are. How well developed or capable they should be primarily depends
on the IT goals and the underlying business needs they support. How much of that capability is
actually deployed largely depends on the return an enterprise wants from the investment. For
example, there will be critical processes and systems that need more and tighter security
management than others that are less critical. On the other hand, the degree and sophistication of
controls that need to be applied in a process are more driven by the enterprise’s risk appetite and
applicable compliance requirements.

A description of the Generic Maturity Levels is attached at Appendix D.
FACILITATED SELF ASSESSMENT
Outline of Assessment Process
The primary aims of the Maturity Assessment were:
e to establish a baseline for future reference and comparison, and

e to inform decision making for the allocation of priorities and resources to
address those area’s identified as most crucial to achieving the objectives of the
IT Strategic Plan (and subsequently Council's Corporate Goals).

The approach adopted by RRC was to undertake a Facilitated Self Assessment.
Partnering with a consultant allowed Council Officers to maintain ownership of the
Project while having access to an independent subject matter expert (and mentor)
widely recognised in the industry for their COBIT expertise and vast experience in
Enterprise IT Governance and IT Service Management. This also added to the
integrity of the outcome of the assessment through access to tools, knowledge and
peer review/verification of assessment outcomes.

The process followed included an initial “sanity check”, which included a review of the
IT Strategic Plan and it's alignment with Council’s Corporate Plan, to confirm scope
and direction for the assessment. Council Officers then completed a detailed
spreadsheet tool (provided by the consultant) to document responses to an
exhaustive list of questions which, in turn, allowed a maturity level to be derived for
each of the 34 processes. A (sample) data proofing exercise was conducted at the
conclusion of the assessment to verify findings and confirm alignment of priorities
with Council’s strategic objectives.

Assessment Outcomes

A graph summarising the assessment outcomes and assigned priority is attached at
Appendix E. The analysis and allocation of priorities was carried out using the
following reference points:

« alignment with strategic objectives (see Appendix F)

e impact on delivery of core ITS services and technologies
e customer service delivery and customer satisfaction

e system integrity and security, and

i performance measurement and management.
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The table below outlines the timeframe for action and the number of process in each
category:

High by June '11 11 processes
Medium by Dec ‘12 15 processes
Low by June '15 8 processes

The eleven high priority processes are: PO2 Define the Information Architecture, PO3
Determine Technological Direction, PO10 Manage Projects, AI3 Acquire and
Maintain Technology Infrastructure, Al6 Manage Changes, DS1 Define and Measure
Service Levels, DS4 Ensure Continuous Service, DS5 Ensure Systems Security,
DS8 Manage Service Desk and Incidents, DS10 Manage Problems, ME1 Monitor
and Evaluate IT Performance.

Further Detailed Analysis — 11 High Priority Processes

Following discussion and confirmation of process priority by the Information Systems
Steering Group (ISSG), further analysis and preliminary planning was undertaken to
aid the development of an integrated implementation plan. Each process was
examined in depth to synthesise further information including: Goals, Scope,
Framework, Risks, Benefits Realisation and Accountability (RACI Chart).

Primary responsibility for each process was assigned to an individual as shown
below:

Process: Responsibility (Primary):

PO2 Define the Information Architecture Operations Manager IT Services

PO3 Determine Technological Direction Operations Manager IT Services

PO10 Manage Projects Coordinator IT Projects

AI3 Acquire and Maintain Technology Infrastructure Coordinator Technology Infrastructure

Al6 Manage Changes Coordinator IT Administration

DS1 Define and Measure Service Levels Coordinator IT Administration

DS4 Ensure Continuous Service Operations Manager IT Services

DS5 Ensure Systems Security Operations Manager IT Services

DS8 Manage Service Desk and Incidents Coordinator IT Service Desk

DS10 Manage Problems Coordinator IT Administration

ME1 Monitor and Evaluate IT Performance Strategic Manager Administration &
Technology

One of the areas closely examined during the analysis was the scope of the controls
objectives to be ‘tackled’ as part of the implementation. It is important that IT
Services focuses the work effort to reflect the strategic objectives articulated in the IT
Strategic Plan 2005-2010. It also helps to ‘right size’ the implementation at a level
commensurate with our organisation.

COoBIT is often criticised for addressing the What? but not the How?. The CosiT Control
Practices: Guidance to Achieve Control Objectives for Successful IT Governance, 2. Edition provides
significant guidance on the control objectives supplemented with Control Practices for
assessing performance. In many cases the level of detail required to implement the
necessary measures will be found in other best practice frameworks such as ITIL,
PMBoK and various AS/ISO publications.

Details of the analysis for each of the 11 high priority processes is attached at
Appendix G.
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IMPLEMENTATION PLANNING
Development of the Plan

The ISACA publication CoeiT Control Practices: Guidance to Achieve Control Objectives for Successful IT
Governance, 2« Edition was chosen as the principle reference source to develop the
actions which would help IT Services meet the stated target maturity. The control
practices have been addressed individually in order to provide a clear indication of
the actions required (see Appendix H). From these actions, a schedule will be
developed to monitor progress.

Where to from here?

As mentioned earlier, one of the aims of the Maturity Assessment was to establish a
baseline for future reference and comparison. Further review and measurement will
indicate whether the controls and procedures implemented have been effective in
achieving the desired target maturity level. This approach is also consistent with the
IT Infrastructure Library (ITIL) principle of Continual Service Improvement whereby
performance is continually measured and improvements are made to services,
resources and capabilities to help increase efficiency and effectiveness.

Figure 2. Continual Service Improvement Model
SOURCE: Office of Government Commerce (UK) — ITILV3

Business vision,
What is the vision? mission, goals and
¥ — objectives
v
Baseline
?
Where are we now? O — \
h 4
How do we keep Where do we want\ Measureable
the momentum going? to be? - targets
&
Service & process
7 :
How do we get there? improvement \
5
i \ Measurements &
Did we get there? meotrcs

Another COBIT Maturity Assessment (self assessment) will be conducted in late
2011.

FOOTNOTE:

Governance and Resource Governance.

Development of CoBIT 5 is currently well advanced and the next public exposure draft is expected around March
this year. The processes associated with the Management of IT are similar to COBIT 4.1 with a four domain
categorisation. The 4.1 processes are now recognised as management processes and not governance. The
governance processes are Evaluate, Direct and Manage with the three domains of Risk Governance, Value
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IT Services’ Structure

Operations Manager
Information Technology
Services

Brendan Hooper
Develop and Maintain Enterprise
Architecture, Align developments

with architecture
Security
1 1 1 |
Coordinator Technolegy Coordinator IT Coordinator IT Service Coordinator Corporate Coordinator IT Projects
Infrastructure Administration Desk Applications Simon Evans
Ross Vassella Vince Morrice Helen Lennon Emma Haughton
Server Infrastructure Performance & Reporting (Semvice Corporate Applications IT Project Management /
Networking Catalogue, Monitoring & Reporting 1st Tier Support (Helpdesk) Administration/Support/ /Training Scheduling /Coordination
Telecommunications (PABX on KPI, COBIT), IT Purchasing Senvice Delivery Internet/Intranet Business Systems Analysis
support) IT Govermnance (COBIT) Policy New User Inductions Development/Support Change Management
Active Directory, SOE Design implementation Online Services
Disaster Recovery / Backups Emerging Technologies Corporate Applications Reporting

Rockhampton Regional Council
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VALUES (RRC)

Implement the new
ITS structure to better
align the corporate IT

responsibilities with

Council’s Corporate

Plan and up-skill ITS
staff to meet
organisational needs.

Communicate the new
ITS structure.

Develop work plans for
each of the IT work
units.

Establish staffing
resources.

Develop and
implement formal
training plans for ITS
personnel.

I [0
{
To partner people and technology to meet Council's business needs

Leadership

Fairness and Consistency
Results and Accountability
Teamwork and Staff Development

CHNOLOGY SRV

o Honesty and Integrity
¢ Inclusiveness and Fair Representation
¢ Innovation and Continuous Improvement

OUR STRATEGIC OBJECTIVES

Provision of
comprehensive,
consistent, excellent
and responsive
customer service to
our internal &
external customers &
contractors.

Finalise implementation of
the Service Desk product &
base IT service management
on ITIL framework.

Develop a value-adding
report system to drive
continuous improvement.
Commence customer review
program.

» Training in customer service.

OUTCOMES

Participate in
implementing and
sustaining the RRC IT
Governance Framework
to guide the resourcing,
development, selection

and implementation of IT

resources.

Develop and implement
the IT Project Evaluation
Model.

Develop and implement
the IT Project
Management Model.
Conduct COBIT maturity
assessment.

Implement agreed
COBIT framework.

Establish formal IT service
standards and
architecture for measuring
ITS operational
performance and systems
configuration
management.

Through these Key Activities

Develop the
enterprise IT
architecture schema.
Develop the IT
Service Catalogue.
Develop IT Service
Level Agreements
(SLAs).

Monitor and report
on SLA compliance.

Implement an
Information and
Information System
Security Framework
to establish a formal
risk managed
security framework
for all information
assets and systems.

Develop the
information security
framework and
policies.

Develop and
implement the
Information Security
Plan.

Develop information
security guidelines.

s

Rockhampton

Regi onulEou ncil

A five year IT
renewal plan with
compliant IT
procurement
practices linking
to the Long Term
Financial
Strategy.

Review status of
current IT assets.
Analysis of future IT
renewal requirements.
Review the
procurement practices
and develop an IT
procurement plan.
Implement IT disposal
plans and processes.

Customers advise that ITS consistently meet their business needs and

expectations

Delivery of a high quality and consistent service to all Council customers.

An ITS team environment which is committed to meeting customer needs by
minimising risk, achieving strategies, is focused on continuous improvement

and adding value.

Strong and accountable IT governance.

MEASURES (by Dec 10)

95% resolution of Customer Service Desk requests within the established
timeline as dictated by urgency priority.

99% system availability during core business hours (excluding planned

outages)

All customer review issues resolved and reported back to customers within the
nominated period (normally 10 working days).




Regional*Counc

ﬁh\a\}ppjﬂ Information Technology Services

Information Technology Strategic Plan

2010 - 2015

Adopted 10 March 2010
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